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A NATIONAL PROBLEM 
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 The Nation needs greater cybersecurity awareness 
 The US work force lacks cyber security experts 
 Many cybersecurity training programs exist but lack consistency among programs 
 Potential employees lack information about skills and abilities for cybersecurity jobs 
 Resources exist for teachers and students about cybersecurity but are difficult to find 
 Cybersecurity Career development and scholarships are available but uncoordinated 
 Lack of communication between government, private industry, and academia 

NICE was established to create a 
cybersecurity education program for 

the nation to use sound cyber 
practices that will enhance the 

nation’s security. 
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12-YEAR OLD HACKER BREAKS INTO  
THE COMPUTER SYSTEM THAT RUNS 

ARIZONA’S ROOSEVELT DAM 

FEDERAL AUTHORITIES SAID HE HAD 
COMPLETE COMMAND OF THE SCADA 

SYSTEM CONTROLLING THE 
FLOODGATES 

Presenter
Presentation Notes
In 1998, a 12 year old hacker exploring on a lark broke into the computer that runs Arizona’s Roosevelt Dam.  He did not know or care but the authorities said he had complete command of the SCADA system controlling the dam’s massive floodgates.  If he had opened the floodgates the water would have flooded the cities of Tempe and Mesa AZ.
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INTERVIEW WITH CONVICTED HACKER ROBERT MOORE 
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ESTONIA HIT BY RUSSIAN 
BASED CYBER ATTACK 
•Attacks began April 27, 2007 protesting 

the relocation of a Soviet-era Bronze 
Soldier statue 

•Peaked during the 8  - 9 May celebration 
of Soviet victory in WW-II 

•Tied up Estonian cyber infrastructure: 
– Telephone exchanges, government 

ministries, banks, newspapers, fire 
and ambulance services and 
broadcasting centers  
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The Challenge 

 
 

             Grade Four             Grade Eight 

Country Score Country Score 

Hong Kong 607 Chinese Taipei 598 

Singapore 599 Rep. of Korea 597 

Chinese Taipei 576 Singapore 593 

Japan 568 Hong Kong 572 

Kazakhstan 549 Japan 570 

Russian 
Federat. 

544 Hungary 517 

England 541 England 513 

Latvia 537 Russian 
Federat. 

512 

Netherlands 535 United States 508 

Lithuania 530 Lithuania 506 

United States 529 Czech 
Republic 

504 
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TIMSS Mathematics Test Score Comparison (2007):                              
Avg. = 500  Source: TIMSS (2007) 



7 

Category 1 NIT Labor Force in Thousands 
(1983-2007) 

           Source: Current Population Survey 
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Network and Information Technology Occupations 
Real Earnings 

                             NIT Occupations Real Earnings Trends (2003-2007) 

 

Source: Current Population Survey and Consumer Price Index (2007 dollars) 
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NIT Occupational Growth Projections 
(2006-2016) 

Occupational Category  
BLS 2006 

(thousands) 
BLS 2016 

(thousands) % Growth 
Total Job Openings 

(thousands) 

Computer systems analysts and scientists  665  838  23%  349  
Computer and information scientists, 
research  25  31  21%  12  
Computer systems analysts  504  650  29%  280  
Computer specialists  136  157  15%  57  
Computer programmers  435  417  -4%  91  
Electrical and electronics engineers  291  306  6%  82  
Computer software engineers  857  1,181  38%  449  
Computer hardware engineers  79  82  5%  28  
Network systems and data 
communications analysts  262  402  53%  193  
Computer and information systems 
managers  264  307  16%  86  
Category 1 NIT Occupations 2,853  3,533  24%  1,278  
Professional Occupations  29,819  34,790  17%  11,067  
All Occupations  150,620  166,220  10%  50,732  

Source: Bureau of Labor Statistics 



The Pipeline 
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Framework Categories 

The Framework  organizes 
cybersecurity into seven 
high-level categories, each 
comprised of several 
specialty areas. 

11 

Interactive PDF at: 
http://csrc.nist.gov/nice/framework/ 
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Securely 
Provision 

Specialty areas concerned with conceptualizing, designing, 
and building secure IT systems.  

Operate and 
Maintain 

Specialty areas responsible for providing the support, 
administration, and maintenance necessary to ensure effective 

and efficient IT system performance and security. 
Protect and 

Defend 
Specialty area responsible for the identification, analysis and 

mitigation of threats to IT systems and networks. 
Investigate Specialty areas responsible for the investigation of cyber 

events or crimes which occur within IT Systems and networks. 
Operate and 

Collect 
Specialty areas responsible for the highly specialized and 

largely classified collection of cybersecurity information that 
may be used to develop intelligence. 

Analyze Specialty area responsible for highly specialized and largely 
classified review and evaluation of incoming cybersecurity 

information. 
Support Specialty areas that provide critical support so that others may 

effectively conduct their cybersecurity work. 

7 Categories - Defined 
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Category: Operate and Maintain 
Specialty Area:  Systems Security Analysis 

Responsible for the integration/testing, operations and maintenance of systems security 

Typical OPM Classification: 2210, Information Technology Management (Actual information provided by OPM) 

Example Job Titles:   Information Assurance Security     Information Systems Security 
                                         Information System Security          IA Operational Engineer 

Job Tasks 
1. Implement system security measures that provide confidentiality, integrity, availability, authentication, and non-repudiation. 
2. Implement approaches to resolve vulnerabilities, mitigate risks and recommend security changes to system or system components as 

needed. 
3. Perform security reviews and identify security gaps in security architecture resulting in recommendations for the inclusion into the risk 

mitigation strategy. 
4. Etc….. 

Competency KSA 

Information Assurance: Knowledge of methods and 
procedures to protect information systems and data 
by ensuring their availability, authentication, 
confidentiality and integrity. 

Skill in determining how a security system should work. 

Knowledge of security management 

Knowledge of  Information Assurance principles and tenets. 

Risk Management: Knowledge of the principles, 
methods, and tools used for risk assessment and 
mitigation, including assessment of failures and their 
consequences. 

Knowledge of risk management processes, including steps and methods for 
assessing risk. 

Knowledge of network access and authorization (e.g. PKI) 

Skill in, assessing the robustness of security systems and designs. 

System Life Cycle:  Knowledge of systems life cycle 
management concepts used to plan, develop, 
implement, operate and maintain information 
systems. 

Knowledge of system lifecycle management principals. 

Knowledge of how system components are installed, integrated and optimized. 

Skill in designing the integration of hardware and software solutions. 
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Specialty Areas (SAs) 
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The 31 Cybersecurity Specialties: 

NICE Cybersecurity Specialties Framework 

Systems Requirements Planning 
Systems Development 
Software Engineering 
Enterprise Architecture 
Test and Evaluation  
Technology Demonstration 
Information Assurance Compliance 
 
 
System Administration 
Network Services 
Systems Security Analysis 
Customer Service and Technical Support 
Data Administration 
Knowledge Management 
Information Systems Security Management 
 
 
Legal Advice and Advocacy 
Education and Training 
Strategic Planning and Policy Development 

Computer Network Defense Infrastructure 
     Support 
Vulnerability Assessment and Management 
Incident Response 
Computer Network Defense 
Security Program Management 
 
 
Investigation 
Digital Forensics 
  
 
Collection Operations 
Cyber Operations Planning 
Cyber Operations 
 
 
Cyber Threat Analysis 
Exploitation Analysis 
Targets 
All Source Intelligence 

Securely Provision 

Operate and Maintain 

Protect and Defend 

Investigate 

Operate and Collect 

Analyze 
Support 
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The 31 Cybersecurity Specialties: 

Framework example 

Systems Requirements Planning 
Systems Development 
Software Engineering 
Enterprise Architecture 
Test and Evaluation  
Technology Demonstration 
Information Assurance Compliance 
 
 
System Administration 
Network Services 
Systems Security Analysis 
Customer Service and Technical Support 
Data Administration 
Knowledge Management 
Information Systems Security Management 
 
 
Legal Advice and Advocacy 
Education and Training 
Strategic Planning and Policy Development 

Computer Network Defense Infrastructure 
     Support 
Vulnerability Assessment and Management 
Incident Response 
Computer Network Defense 
Security Program Management 
 
 
Investigation 
Digital Forensics 
  
 
Collection Operations 
Cyber Operations Planning 
Cyber Operations 
 
 
Cyber Threat Analysis 
Exploitation Analysis 
Targets 
All Source Intelligence 

Securely Provision 

Operate and Maintain 

Protect and Defend 

Investigate 

Operate and Collect 

Analyze 
Support 
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Data Administration - develops and 
administers databases and/or data 
management systems that allow for the 
storage, query, and utilization of data. 

-Data warehouse specialist
-Database developer
-Database administrator
-Data architect
-Information dissemination 
manager
-Content staging specialist
-Data manager
-Systems operations personnel

Framework Definition Example 

Specialty Sample Job Titles 
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Data Administration Task Analyze and define data requirements and specifications
Data Administration Task Analyze and plan for anticipated changes in data capacity requirements
Data Administration Task Design and implement database systems
Data Administration Task Develop and implement data mining and data warehousing programs
Data Administration Task Develop data standards, policies, and procedures
Data Administration Task Install and configure database management systems software
Data Administration Task Maintain assured message delivery systems
Data Administration Task Maintain database management systems software

Data Administration Task
Maintain directory replication services that enables information to replicate automatically 
from rear servers to forward units via optimized routing

Data Administration Task
Maintain information exchanges through publish, subscribe, and alert functions that 
enable users to send and receive critical information as required

Data Administration Task Manage the compilation, cataloging, caching, distribution, and retrieval of data
Data Administration Task Monitor and maintain databases to ensure optimal performance
Data Administration Task Perform backup and recovery of databases to ensure data integrity

Data Administration Task
Provide a managed flow of relevant information (via web-based portals or other means) 
based on a mission requirements

Data Administration Task Provide recommendations on new database technologies and architectures

Framework Tasks Example 



19 

Data Administration KSA Knowledge of data administration and data standardization policies and standards Data Management

Data Administration KSA
Knowledge of data backup and recovery concepts and tool, including different types of 
backups ( e.g., full, incremental) Computer Forensics

Data Administration KSA Knowledge of data mining and data warehousing principles Data Management

Data Administration KSA
Knowledge of database management systems, query languages, table relationships, and 
views Database Management Systems

Data Administration KSA Knowledge of digital rights management Encryption
Data Administration KSA Knowledge of agency LAN/WAN pathways Infrastructure Design
Data Administration KSA Knowledge of enterprise messaging systems and associated software Enterprise Architecture
Data Administration KSA Knowledge of network access and authorization ( e.g., public key infrastructure) Identity Management
Data Administration KSA Knowledge of operating systems Operating Systems
Data Administration KSA Knowledge of policy-based and risk adaptive access controls Identity Management
Data Administration KSA Knowledge of query languages such as SQL (structured query language) Database Management Systems
Data Administration KSA Knowledge of sources, characteristics, and uses of the organization’s data assets Data Management
Data Administration KSA Knowledge of telecommunications concepts Telecommunications
Data Administration KSA Knowledge of the characteristics of physical and virtual data storage media Data Management
Data Administration KSA Skill in allocating storage capacity in the design of data management systems Database Administration
Data Administration KSA Skill in designing databases Database Administration
Data Administration KSA Skill in developing data dictionaries Data Management
Data Administration KSA Skill in developing data models Modeling and Simulation
Data Administration KSA Skill in developing data repositories Data Management
Data Administration KSA Skill in generating queries and reports Database Management Systems
Data Administration KSA Skill in maintaining databases Database Management Systems
Data Administration KSA Skill in optimizing database performance Database Administration
Data Administration KSA Knowledge of database theory Data Management

Linked to OPM Competency: 

Framework KSAs Example 



THREE ELEMENTS OF THE NICS APPROACH 
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Draft NICS 
Portal 
Homepage 

2
1 

Comments to:  
NICS@dhs.gov 



Centers of Academic Excellence 
• 145 Schools Nationwide 

http://www.nsa.gov/ia/academic_outreach/nat_cae/index.shtml 
• Within Maryland:  

– Anne Arundel Community College (2Y) 
– Bowie State University 
– Capitol College 
– College of Southern Md (2Y) 
– Johns Hopkins University 
– Hagerstown Community College (2Y) 
– Prince Georges Community College (2Y) 
– The Community College of Baltimore County (2Y) 
– Towson University 
– United States Naval Academy 
– University of Maryland, Baltimore County 
– University of Maryland, College Park 
– University of Maryland University College 

 

9/29/2011 WWW.CSRC.NIST.GOV/NICE/ 22 

http://www.nsa.gov/ia/academic_outreach/nat_cae/index.shtml�
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Information Security Crime 
Investigator/Forensics Expert 
“The thrill of the hunt! You never encounter the same 

crime twice!” 
 
You are a criminal investigator who analyzes how 

intruders breached the infrastructure, and you get to 
see the bad guys go to jail.    

www.sans.org 
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System, Network and/or Web Penetration 
Tester 
 
Find security vulnerabilities in infrastructure and 

support stronger security solutions.  
 
You can use hacker skills, legally!   

www.sans.org 
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Forensic Analyst 
 
“It’s CSI for cyber geeks!  It’s like being one of the good 

spies on James Bond. The ultimate techno-dude!” 
 

This job requires the analyst to “go deep” into a system, 
find out what went wrong, what’s still wrong, and 

trace it. 
 

www.sans.org 
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Cybersecurity Workforce Structure, 
Training and Professional Development 

National Initiative for Cybersecurity Education (NICE) 

… Discussion ... 

Peggy Maxson – margaret.maxson@dhs.gov 

mailto:margaret.maxson@dhs.gov�


THE VISION     QUESTIONS?  

Presenter
Presentation Notes
Provide brief summary of topicsComprehensive National Cybersecurity InitiativeCNCI #8CNCI #8 Path by 4 Tracks (Awareness, Education, Structure, Training) Progress through CNCI8 Co-leadsHistory leading up to CNCI8 leadership across TracksIndividual Tracks and related Co-LeadsObservationsProvide business cards and/or contact informationGive gratitude for audience time and attention 
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